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INTRODUCTION
Artificial Intelligence (AI) potentially affects all aspects of society in both positive and negative ways. 
Future regulations and laws regarding the implementation of AI technologies will significantly impact 
how AI benefits or harms society. Public policies will play a role in encouraging innovation and 
mitigating possible negative effects.

U.S. policymakers will be confronted with the difficult 
challenge of reacting to the rapid development and 
deployment of these new technologies. AI is already 
deployed in many industries – from banking to 
agriculture to transportation – and the United States, 
like many governments, has yet to develop the legal 
or regulatory tools to control AI’s impact.  Even more 
powerful technology is on the way, and it is critical 
to establish rules that determine how, when, and if 
specific technologies can be used.

The United States cannot address AI without 
considering the global connectedness of companies 
and economies, both because foreign laws will 
affect Americans, and because we can learn from 
the successes and failures of foreign governments. 
This situation demands that our approach to AI be 
coordinated with those of other nations. The United 
States should examine how other countries work to 
encourage, promote, integrate, and control emerging 
AI technologies. Addressing the unique public policy 
challenges of AI will require innovative solutions, and 
working with other governments will help us get there.

This report provides insight into how other countries 
approach AI and regulation of related technologies 
by providing an overview of the national AI strategies 
of 26 countries. It includes extant laws that address 
privacy, security, and most importantly, ethics in 
general as these concerns relate to AI.

For purposes of comparison, the information provided 
focuses on three areas – regulation of autonomous 
vehicles, data privacy, and cybersecurity. This report 
does not cover every country considering AI policies, 
but rather investigates the most relevant countries, 
the most innovative countries, and a few surprising/
unexpected countries.  We hope that the selection of 
nations discussed here proves to be representative, 
but also inspirational, as many nations struggle to 
understand and capture the promise of AI. 

DEFINING AI
In October 2016, The Executive Office of the 
President’s National Science and Technology Council 
released a document, Preparing for the Future of 
Artificial Intelligence. [1] When addressing the question, 
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“What is Artificial Intelligence?” the report states, 
“There is no single definition of AI that is universally 
accepted by practitioners.” 

The White House does offer definitions of Narrow 
AI vs. General AI. Narrow AI is a system that can 
complete a single or narrow set of tasks at a level 
equal to, or better than, human intelligence. General 
AI is a system able to complete all human tasks at a 
level equal to, or better than, human intelligence. A 
system with general AI should also be able to adapt to 
situations unforeseen at its creation, implying that the 
system is capable of machine learning, and has all the 
sensory and decision-making capabilities of a human.

The term AI encompasses many subfields. Often, the 
term is used as a blanket for one or more subfields. 
While the list of subfields is ever-growing, some of the 
most widely discussed include:

•	 Machine Learning – a computer’s ability to 
modify its system based off information learned 
from experience.

•	 Computer Vision – the analysis and understand 
of images by a computer system using 
algorithms.

•	 Robotics – computer systems that manage 
controls, sensors, and information processing for 
mechanical robotic systems. 

•	 Natural Language Processing – the ability of a 
computer system to analyze and comprehend 
natural language and speech.

•	 Data Mining – the use of large datasets to find 
patterns or anomalies in the data and predict 
future outcomes.

Disclaimer
All information contained in this report is current as of publication date, and will be continually updated as the activities 
of these countries progress. Unless otherwise noted, all budget figures are in U.S. dollars, using mid-2019 exchange 
rates.
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AI COUNTRY CHECKLIST
The countries covered in this survey are at different stages of development in their overall AI adoption strategies and 
policies. The following chart illustrates the various levels of progress attained or planned.

AV = Autonomous Vehicles
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AV = Autonomous Vehicles
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EUROPEAN UNION DATA PRIVACY 
In May 2018, the European Union (EU) enacted the General Data Protection Regulation (GDPR), changing the way 
organizations must handle personal data in the EU. The GDPR, a directly binding and applicable policy, provides 
flexibility to individual member states, allowing them to adjust certain aspects of the regulation. However, the GDPR 
also affects individuals and businesses globally as the scope of the GDPR covers businesses that handle personal 
data and have a presence in the EU, as well as organizations beyond the EU that provide services to, or process, 
EU citizens’ personal data.[2] The regulation includes areas where individual member states may make their own 
interpretations, leading to unique, but ideally consistent, GDPR laws in each country.[3] The GDPR includes the 
following principles for processing personal data [4]:

a. Lawfulness, fairness, and transparency – data should be processed in a lawful, fair, and transparent way, 
with respect to the data subject;

b. Purpose limitation – Data should be collected for specific, explicit, and legitimate purposes and should not 
be further processed;

c. Data minimization – Data should be adequate, relevant, and limited to the purpose of its processing;
d. Accuracy – Data should be accurate, and kept up-to-date, if necessary;
e. Storage limitation – Data should be kept in a form that identifies the data subject – no longer than is 

necessary;
f. Integrity and confidentiality – Data should be processed in a manner that ensures appropriate security of 

personal data; and
g. Accountability – The data controller should be able to show compliance with the principles above.

The GDPR’s purpose is to give people more control of their personal data, and level the playing field for businesses – 
by providing the same rules for obtaining, storing, and using the personal data of subjects. [5] The responsibilities of 
processing personal data under the GDPR require business to: [6]

•	 Write privacy policies in clear and straightforward language
•	 Obtain affirmative consent from users to process their data
•	 Notify users, if their data is transferred outside the EU
•	 Inform users, if an algorithm is used to make decisions about the user based on the personal data
•	 Inform users of a data breach
•	 Allow users to move their data to a competing service
•	 Provide users with access to their data, and
•	 Grant users the right to have their data forgotten

The European Commission addresses personal data and AI by ensuring that the GDPR will protect personal data used 
in AI applications. The GDPR applies to data processing using identifiable data; however, if the data is anonymized 
then the GDPR does not apply. It also allows automated decision-making pertaining to personal data ,provided there 
is justification by contract, explicit consent, or law, and that there are safeguards for the individuals involved (e.g., 
individuals may obtain information about the logic of the decision). [7]
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EU CYBERSECURITY 
In 2016, the EU adopted the first piece of cybersecurity legislation, The Directive on Security of Network and 
Information systems (The NIS Directive). The purpose of the NIS Directive is to improve cybersecurity in the EU 
through preparedness, cooperation, and a “culture of security.” [8]

The NIS Directive addresses cybersecurity in three parts [9]:
1. National capabilities: EU Member States must have certain national cybersecurity capabilities, such as 

performing cybersecurity exercises.
2. Cross-border collaboration: EU Member States must establish methods of cross-border collaboration, such as 

Computer Security Incident Response Teams (CSIRTs).
3. National supervision of critical sectors: EU Member States must supervise the cybersecurity of critical market 

operators in their country (energy, transport, water, health, and finance sectors). 

Similar to the GDPR requirements, EU Member States must impose the NIS Directive by updating current laws, or 
developing new implementation laws. [10]
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EUROPEAN UNION
The EU Commission implemented, Artificial Intelligence for Europe, in response to the European Council’s urgent call 
to address emerging technologies such as AI. [11] The communication sets forth the need for the EU Member States to 
join forces and develop a European AI initiative aiming to:

•	 Boost the EU’s technological and industrial capacity and AI adoption across the economy
•	 Prepare for socio-economic changes caused by AI, and
•	 Ensure an appropriate ethical and legal framework for using AI

NATIONAL STRATEGY:
Yes – Artificial Intelligence for 

Europe – April 2018. [12]

BUDGET/FUNDING:
The Commission plans to invest 

$1.68B from 2018-2020, primarily 
for AI research and innovation 

throughout Europe.

NATIONAL FOCUS:
Joining forces among EU Member 
States to develop a European AI 

initiative.
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ETHICS:
In April 2019, the EU Commission’s High-Level Expert Group on AI presented their Ethics guidelines for 
trustworthy AI. The guidelines state that trustworthy AI should follow applicable laws, follow ethical principles, 
and be technically and socially robust. The guidelines include seven key requirements for trustworthy AI 
systems [13]:

1. Human agency and oversight – maintaining ability for human intervention;
2. Technical robustness and safety – AI that is accurate, reliable, reproducible, and safe (e.g., having a plan 

– in case of unexpected error);
3. Privacy and data governance – respect for data privacy and protection, as well as ensuring quality, 

integrity and legitimized access to data;
4. Transparency – AI systems and their decisions should be explained, and humans should be aware of 

their interactions with AI;
5. Diversity, non-discrimination, and fairness – avoiding unfair bias and providing access to all; 
6. Societal and environmental well-being – sustainable and environmentally friendly; and 
7. Accountability – mechanisms for responsibility and accountability for AI systems and assessments of 

algorithms, data, and design processes.

DEFINITION OF AI: 
“Systems that display intelligent behavior by analyzing their environment and taking actions – with some 
degree of autonomy – to achieve specific goals.” [14]
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DENMARK
Together, the Danish Ministry of Finance, and the Ministry of Industry, Business, and Financial Affairs, released the 
National Strategy for Artificial Intelligence, calling “for Denmark to be a front-runner in responsible development and 
use of artificial intelligence.” [15]. The strategy includes four objectives:

1. Denmark should have a common ethical and human-centered basis for artificial intelligence.
2. Danish researchers should research and develop artificial intelligence technologies.
3. Danish businesses should achieve growth through developing and using artificial intelligence.
4. The public sector should use artificial intelligence to offer world-class services.

NATIONAL STRATEGY:
Yes – National Strategy for 

Artificial Intelligence – March 2019.

BUDGET/FUNDING:
The Danish government 

earmarked $9M for 2019-2027 
in support of the AI strategy, 

supplementing $45M allocated to 
researching new technologies. [16]

NATIONAL FOCUS:
Denmark as a front-runner in 
AI focusing on responsible 

development and use.

ETHICS:
The strategy includes seven initiatives focused on ethical AI:

1. Ethical principles for artificial intelligence
2. Establishment of a Data Ethics Council
3. Security and AI (to ensure AI systems can withstand organized attacks)
4. Legal clarity on development and use of artificial intelligence
5. Transparent use of algorithms by the public sector
6. Ethically responsible and sustainable use of data by the business community
7. Danish imprint on standards for artificial intelligence

The strategy also defines six principles for AI: self-determination, dignity, responsibility, explainability, equality 
and justice, and development.
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DEFINITION OF AI: 
“Artificial intelligence is systems based on algorithms (mathematical formulae) that, by analyzing and identifying 
patterns in data, can identify the most appropriate solution. The vast majority of these systems perform specific 
tasks in limited areas, e.g., control, prediction, and guidance. The technology can be designed to adapt its 
behavior by observing how the environment is influenced by previous actions.” [17]

AUTONOMOUS VEHICLES
As a part of the Danish Road Traffic Act, Denmark allows the testing of self-driving cars through an application and 
approval process with the Ministry of Transportation. The individual or organization receiving the permit from the 
Ministry to conduct testing is liable for all damages that may occur during testing. [18]

DATA PRIVACY
GDPR Implementation Law: Danish Data Protection Act, 2018 [19]

CYBERSECURITY
NIS Directive Implementation Law: Danish Requirements for Security of Network and Information Systems within the 
Healthcare sector, ACT (no. 440/2018) [20]
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ESTONIA
Beginning in 2016, the Estonian Government Office and the Ministry of Economic Affairs and Communications began 
debating a new “kratt law,” aimed at addressing the implementation of AI. [21] A group of experts are tasked with 
developing a bill laying out the use of AI and an official national strategy.

NATIONAL STRATEGY:
No official strategy.

BUDGET/FUNDING:
$3.3M annually, 2018-2022, 
to support information and 

communication technology (ICT) 
research for six sectors, including 

AI. [22]

NATIONAL FOCUS:
Currently debating a bill (“kratt 

law”) to allow development of fully 
autonomous information systems.

ETHICS:
No official policy on ethics. In his announcement of Estonia’s plan for an AI strategy, Marten Kaevats, Adviser, 
Strategy Unit of the Government Office, noted that one question which the “kratt law” expert group will address 
is: When implementing AI systems, who holds responsibility for decisions made by the systems? The task force 
will answer this question by addressing the ethical, moral and philosophical aspects of AI liability. [23]

DEFINITION OF AI: 
No official definition. However, government funding of ITC research includes six focus areas that include AI 
specifically: artificial intelligence and machine learning; data science and big data; human-robot interaction and 
the Internet of Things in industrial processes; software reliability; the Internet of Smart Things; and hardware 
and system security and reliability. [24]
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AUTONOMOUS VEHICLES
Since 2017, the testing of self-driving vehicles is legal on all public roads in Estonia, provided a human driver is able 
to control the vehicle and thereby be legally responsible. In 2018, after studying the entry of self-driving vehicles into 
Estonia’s transportation system, an independent expert group on self-driving vehicles directed by the Strategy Unit 
of the Government Office, released a report on the risks and possibilities of self-driving cars. The expert group found 
that “success in implementing the change will depend on a change in attitudes and strategic steps taken at the state 
level, and the necessary investments in a new type of transportation infrastructure.” [25]

DATA PRIVACY
GDPR Implementation Law: The Personal Data Protection Act Implementation Act (778 SE) passed February 2019 [26]

CYBERSECURITY
NIS Directive Implementation Law: Cyber Security Act, 2018 [27]
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FINLAND
In 2017, Finland’s Ministry of Economic Affairs and Employment published a report developed by the Steering Group 
of the Artificial Intelligence Programme, an ongoing working group of experts, to determine the actions necessary 
to ensure Finland is considered a frontrunner in AI. The report includes eight proposals to propel Finland into 
development and use of AI applications. [28]

NATIONAL STRATEGY:
No official strategy.

BUDGET/FUNDING:
$47M through 2027 for the Finnish 

Center for Artificial Intelligence 
(FCAI). [29]

NATIONAL FOCUS:
Becoming a frontrunner in the 
application of AI technology 

with a focus on business 
competitiveness, utilization of data, 

top-level expertise, and public 
services.

ETHICS:
A 2018 government report, Work in the Age of Artificial Intelligence, includes discussion of the intersections of 
AI with the economy, employment, skills, and ethics. It outlines three values of a good AI Society [30]:

1. Transparency – What and why data is collected, and the aim of the decision-making algorithms;
2. Responsibility – Decision-making by AI should not threaten the health or safety of individuals; and
3. Extensive societal benefits – AI solutions benefit all groups.

The report also lays out six public policy recommendations regarding ethical AI including, building on existing 
values, AI and healthcare, developing a center of excellence, promoting diversity, following current obligations 
(e.g., GDPR), and continually updating regulation. 

Additionally, Finland is to consider the impact and growth available for AI-driven businesses, the public sector, 
ordinary citizens, and society – including the question of whether the country should move forward with an 
active or passive strategy for AI. A passive strategy would allow existing institutions to lead the implementation 
of AI into life and society. An active strategy would require a national strategy to regulate how AI would be used 
for the good of society.



17IEEE-USA        

DEFINITION OF AI: 
“In this report, artificial intelligence refers to devices, software, and systems that are able to learn and to make 
decisions in almost the same manner as people. Artificial intelligence allows machines, devices, software, 
systems, and services to function in a sensible way, according to the task and situation at hand.” [31]

AUTONOMOUS VEHICLES
Current legislation in Finland allows trials of automated vehicles. [32] In 2019, several private companies began 
testing self-driving public transport buses in the Finnish city of Espoo with the aim of rolling out to Helsinki, Vantaa, 
and other Finnish cities in late 2019. After further testing, Finland plans to begin widespread use of a self-driving mini 
buses that are already used as part of the Robobus Line in Helsinki. However, it is not clear to the public how these 
buses will operate, once they begin service, and the extent of human intervention is unknown. [33], [34]

DATA PRIVACY
GDPR Implementation Law: The Data Protection Act became effective on 1 January 2019. The process for assessing 
and amending sector specific laws is ongoing. [35]

CYBERSECURITY
NIS Directive Implementation Law: Transposed in 2018. Under Finnish national legislation, industries such as online 
marketplaces, search engines, cloud providers, and other digital infrastructures are considered operators of essential 
services, and the requirements are the same as expressed in NIS Directive for digital service providers. [36]
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FRANCE
The French AI strategy makes three main commitments: to support French talent in AI, to address the under-
exploitation of their large centralized databases, and to establish an ethical framework for utilizing AI. The country’s 
strategy is strongly based on the 2018 Villani Report, commissioned by Prime Minister Édouard Philippe; and written 
by a task force on artificial intelligence under the direction of Cédric Villani, mathematician and Member of Parliament. 
[37]

NATIONAL STRATEGY:
Yes – Artificial Intelligence – AI for 
Humanity – released March 2018. 

[38]

BUDGET/FUNDING:
The French government plans to 

invest $1.8B in AI research through 
2022.  [39]

NATIONAL FOCUS:
Address underperformance in 

innovation, becoming a leader in 
AI with an emphasis on developing 

talent, exploiting databases, and 
addressing ethical issues.

ETHICS:
The French commitment to “establishing an ethical framework” prioritizes the development of fair and 
transparent algorithms. The government plans to organize an international group of AI experts to prepare 
and promote education for its citizens. The French strategy also touches on privacy and security regulation 
accompanying the development of AI, stating, “using aggregated data does not mean impinging on the privacy 
of users.” Additionally, while one of the French government’s goals is to open many of the under-exploited, 
massive centralized government databases, there will be a European framework accompanying this activity to 
protect personal data. [40]

DEFINITION OF AI: 
“Defining artificial intelligence (AI) is not easy. The field is so vast that it cannot be restricted to a specific area 
of research: it is more like a multidisciplinary program. Originally, it sought to imitate the cognitive processes of 
human beings. Its current objectives are to develop automatons that solve some problems better than humans, 
by all means available.” [41]
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AUTONOMOUS VEHICLES
Currently, France requires a human operator to be behind the wheel of a vehicle. Laws surrounding product safety 
and liability have not yet been adapted to consider autonomous or self-driving vehicles. However, French President 
Emmanuel Macron announced that the government is developing regulation to allow vehicles with almost total 
autonomy to be tested and operated on public roads. [42]

DATA PRIVACY
GDPR Implementation Law: Law concerning the protection of personal data, 2018 [43]

CYBERSECURITY
NIS Directive Implementation Law: Decree No. 2018-384, 2018 [44]
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GERMANY
Germany has a comprehensive approach to AI with a detailed national strategy for becoming global leaders in the 
development and use of AI technologies. The strategy has three key goals:

•	 Safeguarding the responsible development and use of AI;
•	 Integrating AI into society ethically, legally, and in a culturally appropriate way; and 
•	 Making Germany and Europe global leaders in the development and use of AI technologies.

NATIONAL STRATEGY:
Yes – National Strategy for 

Artificial Intelligence – released 
November 2018. [4456]

BUDGET/FUNDING:
$57M for 2019, with intent to 

make $3.4B available by 2025, to 
implement the national strategy. 

[46]

NATIONAL FOCUS:
To be global leaders in the 

development and responsible use 
of AI, while maintaining ethical and 

legal standards.

ETHICS:
Germany plans to address ethics and AI through awareness, ethical and legal principles, and societal dialogue. 
National strategy objectives include:

•	 “We want to raise awareness…regarding ethical and legal limits of the use of artificial intelligence and to 
examine whether the regulatory framework needs to be further developed for it to guarantee a high level 
of legal certainty.” 

•	 “We want to demand and foster compliance with ethical and legal principles throughout the process of 
developing and using AI.”

•	 “We will integrate AI in society in ethical, legal, cultural, and institutional terms – in the context of a broad 
societal dialogue and active political measures.”

The Ethics Commission on Automated Driving also released a report containing guidelines for programming 
automated driving systems,answering some ethical questions related to AI in vehicles. [47]
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DEFINITION OF AI: 
German officials base their strategy on ‘weak’ AI, distinguishing it from ‘strong’ AI.

“In highly abstract terms, AI researchers can be assigned to two groups: “strong” and “weak” AI. “Strong” AI 
means that AI systems have the same intellectual capabilities as humans, or even exceed them. “Weak” AI is 
focused on the solution of specific problems using methods from mathematics and computer science, whereby 
the systems developed are capable of self-optimization. To this end, aspects of human intelligence are mapped 
and formally described, and systems are designed to simulate and support human thinking.” [48]

AUTONOMOUS VEHICLES
In June 2017, Germany passed legislation to allow the use of highly autonomous systems in vehicles. [49] The bill 
includes three conditions:

1. An alert, licensed driver must be behind the wheel.
2. The car must have manual override to give control back to the driver.
3. A protocol, including appropriate lead time, is required for the vehicle to return control to the driver.

To determine liability, in case of an accident, the vehicle must have a data recorder that specifically keeps track of 
what or who has control at any given time. Additionally, the government plan for AVs lays out the following elements: 
[50]

•	 Automated and connected driving is an ethical imperative, if the systems cause fewer accidents than human 
drivers (positive balance of risk);

•	 Damage to property must take precedence over personal injury. In hazardous situations, the protection of 
human life must always have top priority;

•	 In the event of unavoidable accident situations, any distinction between individuals based on personal features 
(age, gender, physical, or mental constitution) is impermissible;

•	 In every driving situation, it must be clearly regulated and apparent who is responsible for the driving task: the 
human, or the computer;

•	 It must be documented and stored who is driving (to resolve possible issues of liability, among other things); and 
•	 Drivers must always be able to decide themselves whether their vehicle data are to be forwarded and used 

(data sovereignty).

DATA PRIVACY
GDPR Implementation Law: German Federal Data Protection Act [51]

CYBERSECURITY
NIS Directive Implementation Law: Transposed 2018 [52]
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ITALY
In March 2018, the Italian Government’s Task Force on Artificial Intelligence of the Agency for Digital Italy published 
a white paper entitled, Artificial Intelligence at the Service of the Citizen. The paper includes recommendations 
focusing on improving services to citizens and fueling innovation. [53].

NATIONAL STRATEGY:
No official strategy.

BUDGET/FUNDING:
No official budget.

NATIONAL FOCUS:
Implementing AI to improve 

services to citizens and 
businesses, and progress daily life 

in Italy.

ETHICS:
No official policy on ethics. The nation’s white paper discusses the ethical challenges of AI and dedicates a 
chapter to addressing those challenges. This chapter identifies two groups of people: doom-mongers, who 
fear AI, and AI enthusiasts. The Italian government’s goal is to balance these two visions, stating, “the use of AI 
based on algorithms of data analysis in decision-making processes related to social, health, and judicial issues… 
requires a thorough reflection in terms of ethics.”

DEFINITION OF AI: 
No official definition. The white paper states, “What is Artificial Intelligence (AI)? There are many definitions; 
among them, the one of the University of Stanford, which identifies it as ‘a science and a set of computational 
techniques that are inspired – albeit typically operating in a different way – by the way in which human beings 
use their nervous system and their body to feel, learn, reason, and act’”
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AUTONOMOUS VEHICLES
As a result of the 2018 budget law, Italy allows test driving of certain autonomous vehicles on specified roads. Cars 
are required to have a human driver on board during testing, who can take control if something goes wrong. [54]

DATA PRIVACY
GDPR Implementation Law: DECRETO LEGISLATIVO 30 giugno 2003, n.196 recante il “Codice in materia di 
protezione dei dati personali” (in S.O n. 123 alla G.U. 29 luglio 2003, n. 174) [55]

CYBERSECURITY
NIS Directive Implementation Law: Transposed in 2018. Statutory Instrument No. 360 of 2018. No changes to 
the NIS directive, with the exception of a requirement that digital service providers immediately report any data 
incidents to the Computer Security Incident Response Team Italia (CSIRT). Failure for non-compliance can result in an 
administrative fine. [56]
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SPAIN
In March 2019, the Spanish government held a conference on the Spanish Strategy for R&D+i in Artificial Intelligence, 
during which the Spanish president, Pedro Sánchez, discussed the economic and societal opportunities for Spain.  
[57}

NATIONAL STRATEGY:
No official strategy.

BUDGET/FUNDING:
No current budget.

NATIONAL FOCUS:
Developing a national AI strategy 

with an emphasis on science, 
innovation, and universities.

ETHICS:
No official policy on ethics. In his speech, President Sanchez highlighted the need to prevent discrimination and 
exclusion in AI technologies, and ensure there are no biases based on gender or race. He also stated, “artificial 
intelligence and all its applications present infinite ethical dilemmas that we will have to deal with quickly, 
without attempting to shy away from them.” To do this, he recommends including writers, philosophers, and 
lawyers in the discussion of AI.

DEFINITION OF AI: 
No official definition. President Sánchez has discussed current applications of AI and included autonomous cars, 
intelligent homes, virtual reality, and mass data analysis. He also referenced what he deemed to be the first 
AI technology; “‘Hal 9000’ was the first being with artificial intelligence that we saw in the cinemas, in Stanley 
Kubrick’s legendary film, 2001: a Space Odyssey.” 
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AUTONOMOUS VEHICLES
Since November 2015, the Spanish government’s Direccion General de Trafico (DGT) regulates autonomous driving 
tests, allowing testing of vehicles with capabilities up to full autonomy on any road, under any condition. The 
government is also working on expanding rules for these vehicles, with a focus on developing insurance laws, and an 
overall legal framework regarding autonomous vehicles. [58] 

DATA PRIVACY
GDPR Implementation Law: The Organic Law (Ley Orgánica, de Protección de Datos Personales y garantía de los 
derechos digitales) passed November, 2018. [59]

CYBERSECURITY
NIS Directive Implementation Law: Royal Decree – Law 12/2018, September 7, on security of networks and 
information systems – date of application, 2018 [60]
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SWEDEN
Sweden’s government outlines the nation’s approach to AI in the National Approach to Artificial Intelligence, which 
identifies to stakeholders, four “key conditions for use of AI in Sweden:” [61]

1. Education and training – increase AI knowledge and expertise ;
2. Research – basic and applied research to realize the opportunities of AI;
3. Innovation and use – promote the widespread use of AI in the private and public sectors; and
4. Framework and infrastructure – “safe, secure and favorable climate” for the use of AI.

NATIONAL STRATEGY:
Yes – National approach to 

artificial intelligence – adopted 
May 2018.

BUDGET/FUNDING:
Total US $4B SEK 2015-2026, 
co-financing from universities, 
Wallenberg foundation, and 
industry; to the Wallenberg 

AI, Autonomous Systems, and 
Software Program (WASP), 
Sweden’s largest individual 

research program. [62]

NATIONAL FOCUS:
To become a world leader in 
harnessing opportunities of 
digital transformation, with a 
concentration on education, 

research, innovation, and 
infrastructure.

ETHICS:
The national strategy emphasizes the need for regulatory development balancing privacy and ethics, while also 
ensuring access to data to create AI applications. To do this, the Swedish Government, “needs to develop rules, 
standards, norms, and ethical principles to guide ethical and sustainable AI, and the use of AI.” [63]

DEFINITION OF AI: 
“There is no one single, clear-cut or generally accepted definition of artificial intelligence. In general, however, 
AI refers to intelligence demonstrated by machines.” [64]
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AUTONOMOUS VEHICLES
Trials of self-driving cars are permitted, effective July 2017, under the Vehicle Act and Vehicle Ordinance. A physical 
driver, with the ability to take control of the vehicle, must be present inside or outside of the vehicle during testing. 
“The ordinance…provides for fines for those who conduct trials without a permit.” [65] Jonas Bjelfvenstam, the 
Swedish Government’s Inquiry Chair, presented a report in March 2018, recommending the development of a new 
responsibility system, requirements for data storage, and increased testing of autonomous vehicles. [66]

DATA PRIVACY
GDPR Implementation Law: In April 2018, the Swedish parliament adopted a data protection Act containing provisions 
that supplement the GDPR. Several laws adapting sector specific data protection rules to the GDPR have also been 
adopted. [67]

CYBERSECURITY
NIS Directive Implementation Law: Transposed 2017. Follows NIS Directive requirements with the additional 
requirement that digital service providers must report any ‘data incidents’ immediately to the Civil Contingencies 
Agency. Failure to comply with the legislation can result in an administrative fine. [68]
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UNITED KINGDOM
The UK government lays out an extensive list of policies to develop and implement AI in the policy paper, AI Sector 
Deal. The Deal is part of a broader UK Industrial Strategy that sets four “grand challenges” with the aim of putting the 
UK at the forefront of the industries of the future, and five foundations of productivity: [69]

•	 Place: prosperous communities across the UK;
•	 Business Environment: the best place to start and grow a business;
•	 Ideas: the world’s most innovative economy; 
•	 People: good jobs and greater earning power for all; and
•	 Infrastructure: a major upgrade to the UK’s infrastructure.

The Deal also establishes two new government structures:

a. an AI Council of leading figures from industry and academia to drive action, oversee implementation of the 
strategy, galvanize industry, and advise government, and

b. a government Office for AI that works with the AI Council to create and deliver the strategy.

NATIONAL STRATEGY:
Yes – AI Sector Deal – released 

April 2018.

BUDGET/FUNDING:
A package of government, industry 

and academic contributions of 
~$1.2B, and an increase of total 

R&D investment to 2.4 percent of 
GDP by 2027. [70]

NATIONAL FOCUS:
Developing and implementing AI 
that boosts economic productivity 

and earnings in the UK.

ETHICS:
The UK Centre for Data Ethics and Innovation (CDEI), not yet a regulatory body, connects policymakers, industry, 
civil society, and the public to develop the right governance regime for data-driven technologies. [71] The 
Centre’s current priorities include a review of online targeting, to see how personal data is used to feed online 
targeted messages, content, and services; and a review of algorithmic bias. [72]
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DEFINITION OF AI: 
“Technologies with the ability to perform tasks that would otherwise require human intelligence, such as visual 
perception, speech recognition, and language translation.” [73]

AUTONOMOUS VEHICLES
The UK released the Code of Practice: Automated vehicle trialling, in February 2019, which outlines vehicle 
requirements, operator requirements, engagement, and general requirements for AV trials. The Code states that 
organizations who want to complete trials of AVs on UK roads, should engage with road and enforcement authorities, 
and must have: [74]

•	 An operator who can take control of the vehicle either in or out of the vehicle;
•	 A roadworthy vehicle; and
•	 Appropriate insurance.

The British government is currently analyzing feedback solicited from the public to improve this code. [75] Former 
Chancellor of the Exchequer Philip Hammond reported that “‘genuine driverless cars’ will be on the roads by 2021,” 
[76] and the Department of Transport confirmed that they are on-track to meet that commitment. [77]   

DATA PRIVACY
GDPR Implementation Law: The UK Data Protection Act, 2018 [78]

CYBERSECURITY
NIS Directive Implementation Law: The Network and Information Systems Regulation, 2018 [79] Additionally, the 
National Cyber Security Strategy 2016 to 2021, sets out the government’s plan to make Britain secure and resilient in 
cyberspace.
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ARGENTINA
While the Argentinian government has not yet published an official national strategy on AI, the “Buenos Aires 
Declaration” – the result of the first forum on Artificial Intelligence and Internet of Things in Smart Sustainable Cities 
in Latin America held in May 2018, by the Ministry of Modernization of Argentina – outlines the action items for 
Argentina regarding AI and the Internet of Things (IoT).  The declaration innovatively views AI as a way to improve 
communities – cities – rather than individuals or businesses. [80]

NATIONAL STRATEGY:
No official strategy.

BUDGET/FUNDING:
No current budget.

NATIONAL FOCUS:
Using AI for the development of 
Smart Sustainable Cities, with a 
concentration on the Internet of 

Things.

ETHICS:
No official policy on ethics.  The Buenos Aires Declaration states that, “The lack of regulation in data collection 
and ownership means that it is often up to the data collectors to determine the volumes and types of data being 
collected, making it their responsibilities [sic] to decide how to utilize those data. Consensus, accountability, 
inclusiveness, and transparency are at the center of developing an ethical framework that can build and sustain 
a trusting relationship.”

DEFINITION OF AI: 
No official definition. The Buenos Aires Declaration states that the following technologies are subsets of AI 
and IoT: distributed computing, machine and deep learning, big data analysis, smart sensors, automation, and 
analytics.
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AUTONOMOUS VEHICLES
Argentina has not issued regulations related to driverless vehicles. 

DATA PRIVACY
Since 2000, the Argentina Personal Data Protection Act has protected personal data. [81] The country is, however, 
moving away from this law, and in 2018, President Mauricio Macri submitted a bill (Bill No. MEN-2018-147-APN-PTE) to 
the Argentine National Congress to align Argentinian data protection law with the General Data Protection Regulation 
(GDPR). [82] If approved, the bill will implement the following:

•	 A data subject is required to be a person;
•	 Eliminate the requirement of the registration of databases containing personal data;
•	 Processing of personal data requires the data subject’s consent;
•	 Organizations must notify the data protection authority of data breaches;
•	 Require an impact analysis, when the data processor intends to treat personal data in such a way that entails a 

high risk of affecting the data subject’s rights; and
•	 Public agencies, organizations processing sensitive data, and those participating in big data activities, are 

required to appoint a data protection officer.

CYBERSECURITY
Cybersecurity is not highly regulated in Argentina. In 2011, Resolution No. 580/2011 of the Executive Office of the 
Cabinet of Ministers (“Chief of Staff”) created the National Program for Critical Infrastructures for Information and 
Cybersecurity. The program promotes protection of infrastructure and private sector organizations. Organizations 
may participate voluntarily in this program. Additionally, Decree 577/2017 created the Argentinian Cybersecurity 
Committee in 2017 to create a regulatory framework, create a national plan on cybersecurity, and educate the public 
about cybersecurity. [83]  



AI: A Global Survey32

AUSTRALIA 
Australia views AI from a decidedly economically-centric perspective, seeing AI as a way to help Australian 
businesses become more competitive.  Therefore, their public policies tend to be designed to help private companies 
gain access to AI technology, and to use that technology to solve specific business problems.

NATIONAL STRATEGY:
No official strategy.

BUDGET/FUNDING:
$1.3B budgeted 2018-2030 
for the National Research 

Infrastructure (NRI), of which 
$20M is for R&D to develop 
the AI and machine learning 

capabilities of businesses and 
workers. [84]

NATIONAL FOCUS:
Artificial intelligence for Australian 

businesses and workers with a 
concentration on AI related research 

projects and a national ethics 
framework.

ETHICS:
In April 2019, the Department of Industry, Innovation, and Science released Artificial Intelligence: Australia’s 
Ethics Framework. This discussion paper refers to eight core principles that Australia will use as a guide for 
organizations to develop and use AI ethically:

•	 Generate net-benefits
•	 Do no harm
•	 Regulatory and legal compliance
•	 Privacy protection
•	 Fairness (without discrimination)

•	 Transparency and explainability
•	 Contestability (a person can challenge the use of 

algorithms that impact them)
•	 Accountability

The framework focuses on three key issues – data governance, automated decisions, and predicting human 
behavior – and how they affect AI. [85] The national budget includes funding for Cooperative Research Centre 
Projects focusing on AI, and a national ethics framework to address standards and codes of conduct for 
adopting the technology in Australia.
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DEFINITION OF AI:  
Australia does not have an agreed definition of artificial intelligence; however, a number of definitions inform and 
guide the government’s policy work on AI in various contexts, to accommodate different nuances. For example, 
Data61, Australia’s leading digital research network, writes programs that learn to improve themselves using vast 
amounts of data and in some cases, not much data at all, defines AI as a range of technologies that exhibit some 
characteristics of human intelligence. [86]
For the purposes of designing civilian applications of AI with ethical and inclusive values, the Australian 
government defines AI as, “A collection of interrelated technologies, used to solve problems autonomously and 
perform tasks to achieve defined objectives, without explicit guidance from a human being.” [87]

AUTONOMOUS VEHICLES:
While some vehicles on Australian roads are equipped with driver assistance, partial automation, and parking 
assistance, current Australian regulation does not recognize automated systems within the legal framework. 
Therefore, regardless of the level of vehicle automation, even when a vehicle is operated autonomously, the 
responsibility for compliance with traffic laws falls on the human in control.
In November 2017, the Australian National Transport Commission outlined regulations regarding “proper control” 
of vehicles with varying levels of automation. The regulations addressed levels of automation ranging from no 
automation – fully human driven, with some active safety systems – to partial automation for short periods, but with a 
human driver performing some tasks.  At all levels of automation, the human is solely responsible for full operation of 
the vehicle, and must keep at least one hand on the steering wheel. [88]

DATA PRIVACY:
The Australian Privacy Principles (APPs) as codified in The Privacy Act 1988, lay out the requirements for personal 
data processing, including an individual’s right to transact anonymously or use a pseudonym while online, as well as a 
right to access and correct information; maintenance of quality and security of personal information; and disclosures 
of purpose and use of personal information. [89]

CYBERSECURITY:
The Corporations Act 2001 requires directors to “exercise powers and duties with the care and diligence that a 
reasonable person would.” If a director ignores a real threat of an incident, they are liable for not protecting their 
systems. [90]
The Security of Critical Infrastructure Act 2018 regulates critical infrastructure and requires the following: [91]

•	 A Register of Critical Infrastructure Assets – the register will build a clearer picture of critical infrastructure 
ownership and control in high-risk sectors, and support more proactive management of the risks these assets 
face; 

•	 An information gathering power – the Secretary of the Department of Home Affairs will have the power to 
obtain more detailed information from owners and operators of assets in certain circumstances, to support the 
work of the center; and

•	 A Ministerial directions power – the Minister for Home Affairs will have the ability to direct an owner or operator 
of critical infrastructure to do, or not do, a specified thing to mitigate against a national security risk – where all 
other mechanisms to mitigate the risk have been exhausted.
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CANADA
The Canadian government is focusing on ensuring that the societal impact of AI technologies is as benign as 
possible. Canada is investing heavily in research and developing domestic experts in the new technologies, as well 
as aggressively thinking through the ethics of AI development and deployment. Their national strategy – a global first 
– outlines four major goals: increase the number of AI researchers and graduates; establish major centers for AI in 
Edmonton, Montreal, and Toronto; lead discussions on economic, ethical, policy, and legal implications of advances in 
AI; and support national research on AI. [92]

NATIONAL STRATEGY:
Yes – Pan-Canadian Artificial 

Intelligence Strategy – released 
March 2017.

BUDGET/FUNDING:
$93.3M through FY-2022. [93]

NATIONAL FOCUS:
Promoting AI research and thought 

leadership on economic, ethical, 
policy and legal implications of AI 

advances. 

ETHICS:
The Treasury Board of Canada Secretariat addressed the ethical implications through the following guiding 
principles: [94]

1. Understand and measure the impact of using AI by developing and sharing tools and approaches;
2. Be transparent about how and when we are using AI, starting with a clear user need and public benefit;
3. Provide meaningful explanations about AI decision-making, while also offering opportunities to review 

results and challenge these decisions;
4. Be as open as we can by sharing source code, training data, and other relevant information; all while 

protecting personal information, system integration, and national security and defense; and
5. Provide sufficient training, so that government employees developing and using AI solutions have the 

responsible design, function, and implementation skills needed to make AI-based public services better.
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DEFINITION OF AI: 
“The term artificial intelligence (AI) encompasses a broad range of technologies and approaches. Two general 
approaches to AI are worth distinguishing. One approach uses predefined models to accomplish goals; the 
other relies on machine learning to train a system to accomplish goals. There are two well-known techniques 
in machine learning. To define them at a very high level, they are deep learning, which uses very large artificial 
neural networks; and reinforcement learning, which uses a reward and punishment structure. The intent of this 
paper is to discuss accountability, as it applies broadly to AI; while recognizing that certain ethical issues that 
have become associated with AI, most notably explainability, relate most directly to deep learning.”  [95]

AUTONOMOUS VEHICLES
Testing autonomous vehicles is currently allowed. All trial vehicles are required to have data recording and to share 
that data with provincial, territorial, or federal regulators, in the case of an incident investigation. These regulations are 
outlined in the Canadian Department of Transport’s Guidelines for Trial Organizations for Testing Highly Automated 
Vehicles (2018). [96]

DATA PRIVACY
Canada’s federal private sector law, the Personal Information Protection and Electronic Documents Act (PIPEDA), 
governs the collection, use, disclosure, and management of personal information, and includes requirements related 
to aacountability, data subject sonsent, limits on use and retention, and accuracy of personal information. [97]

•	 Openness: An organization must make detailed information about its policies and practices relating to the 
management of personal information publicly and readily available.

•	 Individual Access: Upon request, individuals must be informed of the existence, use, and disclosure of their 
personal information, and be given access to that information. An individual shall be able to challenge the 
accuracy and completeness of the information; and have it amended, as appropriate.

•	 Challenging Compliance: Individuals shall be able to challenge an organization’s compliance with the above 
principles. Their challenge should be addressed to the person accountable for the organization’s compliance 
with PIPEDA, usually their Chief Privacy Officer. 

CYBERSECURITY 
PIPEDA requires organizations to adopt physical and technological safeguards to protect personal information 
aligned with the sensitivity of that information. Additionally, PIPEDA’s updated National Cyber Security Strategy 
(2018) includes the following themes: protecting Canadians from cybercrime, responding to threats, defending critical 
government and private sector systems, leading development and innovation in cybersecurity, and advancing cyber 
security in Canada. [98]
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CHINA
China sees AI as a central pillar of its long-term political and military strategy, and a key technology that will 
strengthen its economy, allowing China to become a world-power.  The government is investing heavily in all aspects 
of AI research, including knowledge computing, swarm intelligence, autonomous unmanned systems, and natural 
language processing.

NATIONAL STRATEGY:
Yes – A New Generation Artificial 
Intelligence Development Plan – 

released July 2017.

BUDGET/FUNDING:
The national spending on AI is 
unknown to the public but two 

regional governments have 
promised $14.7B each. [99]

NATIONAL FOCUS:
World-leading levels of AI by 2030 
– with a focus on innovation, smart 

economy, safety, military-civilian 
integration, and infrastructure.

ETHICS:
The Development Plan states that China will develop laws, regulations, and ethical norms promoting AI 
development. [100] To promote this development, action items include:

•	 Launching research on AI behavior science and ethics, and other issues;
•	 Establishing an ethical and moral multi-level judgment structure and human-computer collaboration 

ethical framework;
•	 Developing an ethical code of conduct and R&D design for AI products;
•	 Strengthening the assessment of the potential hazards and benefits of AI; and
•	 Building solutions for emergencies in complex AI scenarios.

Additionally, the ethics committee of the Chinese Association for Artificial Intelligence, China’s only state-level AI 
association, will develop draft ethics guidelines. [101]
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DEFINITION OF AI: 
No official definition. The Development Plan lists the following related disciplines of AI: “After sixty years 
of evolution, especially in mobile Internet, big data, supercomputing, sensor networks, brain science…AI’s 
development has accelerated, displaying deep learning, cross-domain integration, man-machine collaboration, 
the opening of swarm intelligence, autonomous control…big data-driven cognitive learning, cross-media 
collaborative processing, and man-machine collaboration – strengthened intelligence, swarm integrated 
intelligence, and autonomous intelligent systems have become the focus of the development of AI…the 
development a new generation of AI and related disciplines, theoretical modeling, technological innovation, 
hardware and software upgrades, etc.” [102]

China’s leadership, including the President of the People’s Republic of China, Xi Jinping, has expressed the goal of 
being a global leader in AI – ensuring independence from needing resources, or expertise, from other nations. Their 
strategy includes a stronger focus on military use of AI than many of the other national strategies, drawing concern 
about the ethics and use of these technologies. 

China has already spurred debate over the ethical implementation and use of AI systems. Their widespread mass 
surveillance systems and facial recognition have enabled a social credit system, which can limit an individual’s access 
to many things, including bank loans and public transportation tickets. [103]
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CHINA (CONT’D)

The 2017 Development Plan states that China will take advantage of strategic opportunities, gain a “first-mover” 
advantage, and become a global power in science and technology. The overall focus of the Plan is to be the first to 
achieve, and therefore be world leaders in the development and use of AI technologies. The Plan has three strategic 
objectives, each of which is given a deadline:

STEP DEADLINE MAIN OBJECTIVE AREA OF INTEREST GOAL

1 2020

Technology and 
application of AI in step 
with globally advanced 

levels

New generation of AI theories 
and technologies

Achieve important progress in 
theories and core technology

AI industry competitiveness
Enter the first echelon 

internationally

AI ethical norms, policies, laws, 
and regulations

Initial establishment

2 2025
Some technologies and 

applications achieve 
world-leading level

New generation of AI theories 
and technologies

Initial establishment

AI industry competitiveness
Enter the global high-end value 

chain

AI ethical norms, policies, laws, 
and regulations

Established with the formation 
of AI security assessment and 

control capabilities

3 2030

China’s AI theories, 
technologies, and 

applications achieve 
world-leading levels

New generation of AI theories 
and technologies

Formation of more mature 
system

AI industry competitiveness Reach world-leading levels

AI ethical norms, policies, laws, 
and regulation,

Constructed more 
comprehensively
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AUTONOMOUS VEHICLES
Current Chinese regulation requires autonomous cars to be tested on private roads before being tested in limited 
public locations. All vehicles must also have a person in the vehicle who is able to take control of the system. To 
assure safety and security of autonomous vehicles, the Chinese government has expressed interest in improving 
communication systems and intelligent roads. [104]

DATA PRIVACY
The Chinese Personal Information Security Specification regulates data privacy of Chinese citizens as an imperative 
of national security. Personal information (PI) controllers must, among other things: [105]

•	 Bear responsibility for damage to the lawful rights and interests of the PI subject;
•	 Process PI for legal, justified, necessary, and specific purposes;
•	 Obtain authorized consent from the PI subject, after expressly providing the PI subject with the purpose, 

method, scope, and rules of the processing;
•	 Process only the minimum types and quantity of PI necessary for the purposes for which the authorized consent 

is obtained from the PI subject;
•	 Be open and transparent about the scope and purposes of PI processing; and
•	 Provide the PI subject with the means to access, correct, and delete the PI; to withdraw consent; and to close 

accounts..

CYBERSECURITY
The 2017 Chinese Cybersecurity Law of the People’s Republic of China aims to ensure cybersecurity and protect the 
rights and interest of Chinese citizens. The law applies to “network operators” and “operators of critical information 
infrastructure.” These operators are required to follow procedures to protect their networks based on cybersecurity 
standards detailed in the law. The State also monitors cybersecurity and receives early warning of incidents. [106] 
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INDIA
The Indian Nation Strategy is robust and addresses many of the current societal concerns regarding AI, including: 
intellectual property, data privacy and security, and ethics. Their goal –  “#AIforAll” [107] – is to ensure that AI 
technologies provide economic, societal, and inclusive growth for their nation.

NATIONAL STRATEGY:
Yes – National Strategy for 

Artificial Intelligence – released 
June 2018.

BUDGET/FUNDING:
$480M for 2018-2019 to ‘digital 

India,” which includes the 
disciplines of: AI, machine learning, 
Internet of Things, 3D printing, and 

blockchain. [108]

NATIONAL FOCUS:
Addressing barriers to ensure 
AI benefits five societal needs: 

healthcare, agriculture, education, 
smart cities and infrastructure, and 
smart mobility and transportation.

ETHICS:
India’s National Strategy discusses, “Ethics, Privacy, Security, and Artificial Intelligence,” and focuses on fairness 
and transparency. Fairness addresses the inherent biases in data and algorithms of AI technologies, and aims 
to identify, assess the impact of, and reduce biases. Transparency refers to the explainability of algorithms and 
systems to ensure that more than the inputs and outputs are understood. Of particular importance: machine 
learning technologies that continually update their processes.
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DEFINITION OF AI: 
“AI is a constellation of technologies that enable machines to act with higher levels of intelligence and emulate 
the human capabilities of sense, comprehend, and act. Thus, computer vision and audio processing can actively 
perceive the world around them by acquiring and processing images, sound and speech. The natural language 
processing and inference engines can enable AI systems to analyze and understand the information collected. 
An AI system can also take action through technologies such as expert systems and inference engines, or 
undertake actions in the physical world. These human capabilities are augmented by the ability to learn 
from experience and keep adapting over time. AI systems are finding ever-wider application to supplement 
these capabilities across enterprises, as they grow in sophistication. Irrespective of the type of AI being used, 
however, every application begins with large amounts of training data.” [109]

AUTONOMOUS VEHICLES
Current regulation in India – the Motor Vehicles Act, 1988 – does not allow fully automated systems, or the testing of 
autonomous vehicles in India. [110]

DATA PRIVACY
India’s Information Technology (Reasonable security practices and procedures and sensitive personal data or 
information) Rules, 2011, state that “whenever a corporate body possesses or deals with any sensitive personal 
data or information, and is negligent in maintaining a reasonable security to protect such data or information, 
which thereby causes wrongful loss or wrongful gain to any person, then such body corporate shall be liable to 
pay damages to the person(s) so affected.” [111] Additionally, in 2018, the Ministry of Electronics and Information 
Technology (MeitY) submitted for vetting, the still pending draft of the Personal Data Protection Bill, 2018, to the 
Indian law ministry. [112]

CYBERSECURITY
The National Cyber Security Policy, 2013 [113] includes 13 strategies to create a secure and resilient cyberspace in 
India:

A. Creating a secure cyber ecosystem 
B. Creating an assurance framework
C. Encouraging open standards
D. Strengthening the regulatory framework
E. Creating mechanisms for security threat early 

warning, vulnerability management, and 
response to security threats

F. Securing E-Governance services 

G. Promotion of Research & Development in cyber 
security

H. Reducing supply chain risks
I. Human resource development
J. Creating cyber security awareness
K. Developing effective public private partnerships
L. Information sharing and cooperation 
M. Prioritized approach for implementation
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JAPAN
The Japanese Prime Minister established Japan’s Strategic Council for AI Technology, with representatives from 
industry, academia, and government, in April 2016. Their priorities are developing solutions for social issues, 
economic growth, social contributions, and information security.

NATIONAL STRATEGY:
Yes – Artificial Intelligence 

Technology Strategy – released 
March 2017.

BUDGET/FUNDING:
$720M in AI related spending for 

FY 2018. [114]

NATIONAL FOCUS:
Use of AI for societal and 

economic improvement in four 
priority areas: productivity, health, 
mobility, and information security.

ETHICS:
The strategy states that the government plans to address “opportunities for examination” of the following 
ethical aspects of AI technologies:

•	 intellectual property rights;
•	 personal information protection; and
•	 promotion of open data.

DEFINITION OF AI:
No official definition. The national strategy states:

“As a result of promotion of machine learning, starting with deep learning, advancement of accumulation of 
enormous amounts of data on the Internet, acceleration of communication speed due to broadband, and the 
popularization of compact, high-performance computers – such as smartphones – research and development 
of artificial intelligence (AI) technology has progressed. Domains in which AI can be used and applied have also 
expanded, and a social change, known as the “Fourth Industrial Revolution,” is beginning. The AI technology 
that is currently progressing is specialized AI technology for carrying out specialized tasks, and is used only to 
supplement human capabilities. Based on the progression of AI technology, various inferences have become 
possible from past data, image recognition, language recognition, etc.”
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AUTONOMOUS VEHICLES
In 2019, the government approved amendments to the Road Transport Vehicle Act that permit highly automated 
vehicles on public roads. The amendments include requirements for special equipment on the vehicles, regulation of 
testing vehicles, and accident liability. [115]

DATA PRIVACY
The Japanese Act on the Protection of Personal Information (APPI, 2003) requires among other things, that 
businesses handling personal information state the purpose for how information is used; businesses handling 
personal information implement measures to secure personal data; and businesses handling personal information do 
not provide personal data to a third party without consent of the data subject. [116]

CYBERSECURITY
The Basic Act on Cybersecurity requires national and local governments, businesses related to critical infrastructure, 
and cyber-businesses to take measures to improve cybersecurity. It also requires the government to: establish 
uniform cybersecurity standards for government agencies; improve cooperation between organizations on 
cybersecurity; reorganize the Information Security Policy Council; and support the legal authority of the National 
Security Information Center. [117]
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KENYA
Kenya focuses its research and development efforts on a specific AI technology – blockchain – with the goal of using 
this technology to make their government more efficient. [118] In March 2018, the government established the Kenyan 
Distributed Ledgers and Artificial Intelligence Task Force to evaluate proposals for deploying blockchain technology.

NATIONAL STRATEGY:
No official strategy.

BUDGET/FUNDING:
No current budget.

NATIONAL FOCUS:
AI and blockchain technology to 
improve government efficiency.

ETHICS:
No official policy on ethics, although policymakers are reacting to AI’s potential to violate privacy. For example, 
Furhat, a social robot featured at the 2019 World AI Show (a summit for AI and machine learning in Nairobi) 
can converse with humans, mimic common facial expressions, and is currently deployed in Swedish schools. 
To address worry over the potential for privacy violations with these types of robots, Jerome Ochieng – the 
Principal Secretary for ICT and Innovation for the Ministry of Information and Communication Technology 
Authority – said Kenya should employ mechanisms that will safeguard citizens’ privacy and also ensure AI 
technologies are deployed ethically. [119]

DEFINITION OF AI: 
No official definition.
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AUTONOMOUS VEHICLES
Kenya does not regulate autonomous vehicles. 

DATA PRIVACY
The Kenya Data Protection Bill 2018 requires every data controller or data processor to ensure that personal data is 
collected and handled according to specific requirements, including: a guarantee that subjects have a right of privacy; 
data managed lawfully, fairly, and in a transparent manner; data is not transferred outside Kenya, unless there is proof 
of adequate data protection laws by the recipient country; and that data is only released to a third party with the 
consent of the data subject. [120]

CYBERSECURITY
To promote the Kenyan Government’s commitment to cybersecurity, their National Cybersecurity Strategy [121] 
includes four strategic goals:

1. Enhance the nation’s cybersecurity posture in a manner that facilitates the country’s growth, safety, and 
prosperity.

2. Build national capability by raising cybersecurity awareness and developing Kenya’s workforce to address 
cybersecurity needs.

3. Foster information sharing and collaboration among relevant stakeholders, to facilitate an information-sharing 
environment focused on achieving the Strategy’s goals and objectives.

4. Provide national leadership by defining the national cybersecurity vision, goals, and objectives, and 
coordinating cybersecurity initiatives at the national level.
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MEXICO
The Mexican government views AI through a public service lens, aiming to more effectively deliver public services 
using AI technologies. In June 2018, the British Embassy in Mexico, in collaboration with the National Digital Strategy 
Office (NDSO) of Mexico, released a report entitled, Towards an AI Strategy in Mexico: Harnessing the AI Revolution. 
[122] The report includes recommendations to the Mexican government that are based on interviews with experts 
across government, private industry, and academia, as well as predictions of AI’s impact on the Mexican labor market. 

NATIONAL STRATEGY:
No official strategy.

BUDGET/FUNDING:
No current budget.

NATIONAL FOCUS:
AI to promote: the government 
and public services; data and 

digital infrastructure; research and 
development; skills and education; 

and ethics.

ETHICS:
No official policy on ethics. The NDSO report recommends the creation of a Mexican AI Ethics Council – 
composed of ethicists and business leaders – to address concerns that AI might increase the effectiveness of 
harmful things. It recommends building on the work of professional organizations, government, academia, and 
industry to:

•	 set guidelines and limits which reflect Mexican values; and
•	 award a quality mark for AI companies who abide by the standards.

DEFINITION OF AI: 
No official definition. The NDSO report refers “to machines, and generally computer systems, that can simulate 
the processes of natural intelligence displayed by humans. These processes include learning, reasoning, 
and self-correction. The phrase ‘artificial intelligence’ is now an umbrella term that refers to a broad range 
of research approaches and technologies.” [123] The report also refers to ‘weak’ or narrow AI and ‘strong’ or 
general AI – Narrow AI completing one task; while general AI performs all cognitive tasks.
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AUTONOMOUS VEHICLES
Current regulation does not necessarily prohibit autonomous vehicles. However, most jurisdictions require drivers to 
maintain two hands on the wheel when driving on highways or bridges. [124]

DATA PRIVACY
The 2010 Federal Law for the Protection of Personal Data Held by Private Parties requires transparency, purpose 
limitation, consent, and loyalty – in other words, the data collector should process personal data in a way that protects 
the interests and privacy of the data subject. [125]

CYBERSECURITY
No specific laws exist in Mexico related to cybersecurity responsibility, or liability of personnel and directors. Also, 
no obligation to report incidents or potential incidents to authorities currently exists; and authorities cannot require 
minimum protective measures for organizations. 
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NIGERIA
Nigeria’s current AI research is focused on deploying domestically produced technologies.  In August 2018, the 
government established the Agency for Robotics and Artificial Intelligence, which sees AI as, potentially, an area 
where Nigeria could develop a global competitive edge in high-tech.

NATIONAL STRATEGY:
No official strategy, but Nigeria 

plans to develop an action plan to 
accelerate AI, machine learning, 

and robotics, and inspire local tech 
hubs.

BUDGET/FUNDING:
No current budget.

NATIONAL FOCUS:
Establishing an agency for robotics 

and AI to advance knowledge, 
usability and growth in those areas.

ETHICS:
No official policy on ethics.

DEFINITION OF AI: 
No official definition.

AUTONOMOUS VEHICLES
No current regulation of autonomous vehicles. However, in 2018, the Nigerian Air Force launched their first 
indigenous UAV. A Facebook post states that the UAV, called Tsaigumi, includes the following capabilities [126]:

•	 Day and night operations;
•	 An operational endurance in excess of 10 hours;
•	 A mission radius of 100km; and
•	 A muffled engine.
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DATA PRIVACY
The Nigerian National Information and Technology Development Agency (NITDA) released guidelines for data 
protection that include the following requirements for obtaining personal data: [127]

1. Data must be lawfully processed, and can be processed only if one of the following is true:

o The Data Subject has given consent to the processing of his or her Personal Data for one or more 
specific purposes;

o Processing is necessary for the performance of a contract to which the Data Subject is party; or to 
take steps at the request of the Data Subject, prior to entering into a contract;

o Processing is necessary for compliance with a legal obligation to which the Controller is subject;
o Processing is necessary to protect the vital interests of the Data Subject, or of another natural person; 

or
o Processing is necessary for the performance of a task carried out in the public interest; or in exercise 

of an official public mandate vested in the controller.

2. Data must be collected and processed in accordance with specific, legitimate, and lawful purpose consented to 
by the Data Subject; provided that:

o A further processing may be done only for archiving, scientific research, historical research, or 
statistical purposes for public interest; and

o Any person or entity carrying out or purporting to carry out data processing, under the provision of 
this paragraph, shall not transfer any Personal Data to any person.

3. Data must be adequate, accurate, and without prejudice to the dignity of human person.
4. Data must be stored only for the period within which it is reasonably needed.
5. Data must be secured against all foreseeable hazards and breaches such as theft, cyberattack, viral attack, 

dissemination, manipulations of any kind, damage by rain, fire, or exposure to other natural elements.

CYBERSECURITY
Nigeria’s Cybercrimes (Prohibition and Prevention etc.) Act, 2015 addresses 36 cyber offenses, including offenses 
against critical national information infrastructure, unlawful interceptions, cyber terrorism, identity theft, and system 
interference. The objectives are to promote cyber security, protect critical national information infrastructure, and 
provide a unified framework for the prosecution of cybercrimes. [128]
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RUSSIA
Russia released a draft National Strategy for Artificial Intelligence (AI) Development in Russia in June 2019. A final 
version is due in October 2019. The country’s goal is to be a global leader in the development of AI that will “support 
growth in prosperity and quality of life of the population, stimulate economic development, and ensure national 
security and law enforcement.”  The Analytical Center for the Government of the Russian Federation held an expert 
discussion to solicit feedback on the draft to be considered before the final approval by the Cabinet of Ministers. [129]

At a March 2018 conference, the Russian government gathered domestic and international developers and users at a 
conference which resulted in a 10-point AI plan. The plan includes the following points, but is not currently an official 
strategy: [130]

•	 Form an AI and Big Data consortium 
•	 Gain automation expertise
•	 Create a state system for AI training and education
•	 Build an AI lab
•	 Establish a National Center for Artificial Intelligence

•	 Monitor global AI development 
•	 Hold AI war games
•	 Check for AI compliance
•	 Discuss AI proposals at domestic military forums
•	 Hold an annual AI conference

NATIONAL STRATEGY:
DRAFT – National Strategy for 

Artificial Intelligence (AI) in Russia 
– released June 2019.

BUDGET/FUNDING:
$287M for research centers 

and start-ups, $145M to develop 
products, services and platforms, 
and $287M for technology. [131]

NATIONAL FOCUS:
Leading AI development to 

support quality of life, economic 
development, and national 

security.

ETHICS:
No official policy on ethics, however, the 10-point plan for AI states that Russian public-private partnerships 
should monitor global AI development and include an understanding of the impacts of AI through a “social 
sciences” lens. [132]
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DEFINITION OF AI: 
No official definition. However, the 10-point plan included the following sub-fields: big data analysis, analytical 
algorithms and programs, automated systems, robotics, image recognition, training and imitating the human 
thought process, complex data analysis, and assimilation of new knowledge. [133]

AUTONOMOUS VEHICLES
Regulation No. 1415, Conducting an Experiment in Testing the Use of Highly Automated Vehicles on Public Roads, 
released November 2018, permits testing of driverless cars on regular roads. Autonomous vehicles must have both 
a “pilot” in the vehicle and continuous data recording; video recording must be made available to the government 
upon request. The vehicles must also be identified as autonomous, with a large letter “A.” The owner of the vehicle 
assumes all liability for any accident, if another party is not found to be responsible. [134]  

DATA PRIVACY
Under the Data Protection Act, No. 152 FZ (DPA), organizations are required, among other things, to obtain consent 
when collecting and processing personal data, and ensure protections for personal data transferred out of Russia.

Additionally, “If the data controller is a legal entity, it is required to appoint a data protection officer.” [135]

CYBERSECURITY
In July 2017, Russia adopted the Federal Law on the Security of Critical Information Infrastructure of the Russian 
Federation. The law established principles for critical information infrastructure security. Due to the critical nature of 
these services for the economy, they must possess protection measures against cyberattack and must register with 
the Federal Service for Technical and Export Control (FSTEK). [136]
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SAUDI ARABIA
In April 2016, Crown Prince Mohammad bin Salman announced the Saudi Vision 2030 – a plan to reduce Saudi 
Arabia’s dependence on oil, diversify its economy, and develop public service sectors such as health, education, 
infrastructure, recreation, and tourism. [137] The plan includes development of Neom, a planned cross-border city 
(26,000 square kilometers) in the Tabuk Province of northwestern Saudi Arabia. Neom is to become an unparalleled 
smart city. Additionally, Saudi Arabia is the first country to grant citizenship to a robot, which is legally named Sophia. 
[138]

NATIONAL STRATEGY:
No official strategy.

BUDGET/FUNDING:
The government has invested 

$3B in building the infrastructure 
to ensure AI-readiness and 

leadership in AI use. [139] The 
government plans to invest $500B 

in Neom. [140]

NATIONAL FOCUS:
Developing the smart city, 

Neom, to enable integration of  
resident medical files, household 
electronics, and transport into IoT 

systems.

ETHICS:
No official policy on ethics, although ethics is a consideration in the development of Neom. Dr. Ahmed Al 
Theneyan, the Deputy Minister of Technology, Industry, and Digital Capabilities, stated, “We’re embracing AI 
and exploring how to use it in an innovative, responsible, and ethical way that will advance our Vision 2030 
objectives.” [141]

DEFINITION OF AI: 
No official definition. Saudi Vision 2030 includes discussion of IoT and blockchain, but does not formally define 
them. 

AUTONOMOUS VEHICLES
Saudi Arabia does not currently regulate autonomous vehicles on public roads; however, driverless vehicles are a part 
of the plan for developing Neom. [142]
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DATA PRIVACY
Saudi Arabia does not have specific data protection laws, however there is data protection under Sharī’ah principles. 
The international law firm, Latham & Watkins states, “Sharī’ah principles protect each individual’s right to privacy and 
prohibit any invasions thereon. Under Sharī’ah principles, disclosure of secrets is prohibited, except inter alia, where 
the owner of the relevant secret agrees to such disclosure, or if the public interest requires so.” [143]

AI AND THE INTERSECTION OF STATE LAW AND SHARĪ’AH
Many discussions of religion and AI revolve around the ethics and principles of religion, and how to implement 
theology into AI systems. It is particularly important to assess how AI and religious beliefs interact, where religious law 
is in effect, such as in many Muslim countries that follow Sharī’ah. Of the Muslim countries where Islam is the official 
religion, Saudi Arabia employs one of the strictest interpretations of Sharī’ah. This has raised a number of questions, 
including:

•	 If AI systems are programmed to follow Sharī’ah, will they be programmed to be Muslim? What exactly would 
that mean?

•	 Is it against Sharī’ah to have strong AI (i.e., systems that are able to think like humans)?
•	 Robots, such as Sophia (see above), can be citizens. Can they also be a part of Islam?

Additionally, AI systems based on natural language and text normally need a machine-readable corpus that is typically 
over one million words. The Quran has less than 80,000 words. [144] To augment the Quran and develop AI systems 
that can understand and interpret religious texts, researchers may need to include knowledge, wisdom, and law from 
the Muslim population. This addition to the dataset will have inherent biases; and likely, it will have contradictions in 
the interpretation of the Quran. 

CYBERSECURITY
The Saudi Anti-Cyber Crime Law [145] combats cybercrimes with the purpose of enhancing information security, 
protecting rights regarding legitimate use of computer and information systems, protecting public interest and 
protecting the national economy. Maximum imprisonment periods and fine amounts fluctuate depending upon the 
type of cybercrime. For example:

1. Spying on, interception, or reception of data transmitted through an information network, or a computer, 
without legitimate authorization (≤ 1-year term and $134,000);

2. Illegally accessing bank or credit data, or data pertaining to ownership of securities – with the intention of 
obtaining data, information, funds, or services offered (≤ 3-year term and $534,000);

3. Unlawful access to computers with the intention to delete, erase, destroy, leak, damage, alter, or redistribute 
private data (≤ 4-year term and $800,000);

4. Production, preparation, transmission, or storage of material impinging on public order, religious values, public 
morals, and privacy, through the information network, or computers (≤ 5-year term and $300,000); and 

5. Unlawful access to a web site or an information system directly, or through the information network; or any 
computer – with the intention of obtaining data jeopardizing the internal or external security of the State, or its 
national economy (≤ 10-year term and $1.3 million).
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SINGAPORE
The National Research Foundation (NRF), a department of the Prime Minister’s Office that develops policies and 
strategies for research and development, launched AI Singapore, an initiative designed to enable Singapore to use AI 
to address societal challenges through scientific innovation and expanded production of AI in industry. [146]

NATIONAL STRATEGY:
Yes – AI Singapore – released May 

2017.

BUDGET/FUNDING:
The NRF will invest up to $150M 
through 2022 in AI Singapore.

NATIONAL FOCUS:
“… catalyze, synergize, and boost 

Singapore’s AI capabilities to 
power future, digital economy” 

with three pillars – AI research, AI 
innovation, and AI technology.

ETHICS:
Singapore’s Infocomm Media Development Authority (IMDA) developed three initiatives to address ethics, 
privacy, and security: [147]

1. Advisory Council on the Ethical Use of AI and Data

a. Develop ethics standards 
b. Publish advisory guidelines/codes of practice for voluntary adoption by industry
c. Establish a Legal and Technical Expert Panel

2. Discussion paper by the Personal Data Protection Commission (PDPC) on responsible development and 
adoption of AI

a. Discussion on possible AI and Data Governance frameworks for industry
b. Two key principles

i. Decisions made by, or with the assistance of AI, should be explainable, transparent, and 
fair to consumers

ii. AI systems, robots, and decisions should be human-centric
3. Research program on the governance of AI and data use
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DEFINITION OF AI:
No official definition. In a 2019 Grant Call, AI Singapore produced a guide outlining different types of AI: [148]

•	 Explainable AI
o Designing AI systems and/or solutions that can explain their own decisions/recommendations. 
o Understanding ‘black-box’ AI systems: To develop theories and methods for explainable AI.

•	 Robust AI 
o Designing AI systems and/or solutions that are able to address misinformation presented: To 

detect misinformation and determine the veracity of information. An example is AI able to perform 
fact checking. 

o Designing AI systems and/or solutions that are able to learn well with noisy data, and infer 
robustly on unseen scenarios. 

o Designing AI systems and/or solutions that are resilient to attacks, data poisoning, and unknown 
threats.

•	 Interactivity between AI and Humans 
o Designing AI systems and/or solutions that are able to bridge the gap in interactivity between 

human and AI systems: Current AI systems and solutions lack user-friendliness. This may hinder 
the deployment of AI in real world contexts. An example is to incorporate human social aspects 
when designing AI systems. Another example is to guide AI systems with human collective 
intelligence.

AUTONOMOUS VEHICLES
An amendment to the Road Traffic Act, 2004, [149] regulates trials of autonomous vehicles. The act allows approved 
trials on public roads, as long as the persons running the trial have sufficient liability insurance. Technical Reference 
68 (TR 68), released in early 2019, guides development and deployment of autonomous vehicles in Singapore. [150] 
This is one of the first set of standards.

DATA PRIVACY
Singapore’s 2012 Personal Data Protection Act [151] regulates transparency, lawful processing, limits on use and 
transfer of information.

CYBERSECURITY
The 2018 Cybersecurity Act [152], is the nation’s legal framework addressing cybersecurity, particularly in regards to 
critical information infrastructure. The act has four key objectives:

•	 Strengthen the protection of the Critical Information Infrastructure (CII) against cyber-attacks; 
•	 Authorize Singapore’s Cyber Security Agency to prevent and respond to cybersecurity threats and incidents;
•	 Establish a framework for sharing cybersecurity information; and
•	 Establish a light-touch, licensing framework for cybersecurity service providers.
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SOUTH KOREA
South Korea strives to be a world leader in AI within five years. The country focuses their research and development 
on three categories: human resources, technology, and infrastructure. South Korea will also develop six graduate 
schools for AI and computer software.

NATIONAL STRATEGY:
Yes — the Artificial Intelligence 
R&D Strategy — released May 

2018.

BUDGET/FUNDING:
$1.95B investment in AI R&D 

through 2022. [153]

NATIONAL FOCUS:
Securing AI talent, development of 
AI technology, and infrastructure to 
support AI start-ups and small- and 

medium-sized entities.

ETHICS:
The Mid- to Long-Term Master Plan in Preparation for the Intelligent Information Society (2016), includes the 
following recommendation: “Establish human-centered ethics to govern data-collection processes and AI 
algorithms.” [154]

DEFINITION OF AI: 
“AI technology encompasses intelligent software and hardware technologies, basic sciences (brain science and 
industrial mathematics), and other such technologies that are capable of performing human cognitive functions 
(language, voice recognition, visual perception, emotional support, etc.). At present, Intelligent IT is understood 
mainly as a weak form of AI that merely simulates human cognitive functions in limited areas of human activity. 
It is not yet a strong form of AI that is capable of replacing all human tasks requiring intelligence based on 
creative learning and decision-making.” [155]
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AUTONOMOUS VEHICLES
The South Korean government plans to regulate self-driving cars, with a focus on insurance systems, observation, and 
location information collection, transfer of control, liability in accidents, and a simplified license system. [156] South 
Korea also has plans to build K-City, a 360,000 square meter site used to test autonomous vehicles. The Ministry will 
invest $11 million in the project, which will have highway, downtown, suburban, parking, and community facilities. [157] 

DATA PRIVACY
The Personal Information Protection Act, 2011 (PIPA) requires information processors to inform a subject of the 
purpose of data collection and to obtain consent from the data subject; limits how much personal information is 
collected and how it is used; and requires a personal information processor to have a privacy officer. [158]

CYBERSECURITY
South Korea regulates  cybersecurity via PIPA (see above), as well as the Act on the Protection of Information and 
Communications Infrastructure (PICIA), and the Act on the Promotion of IT Network Use and Information Protection 
(The Network Act). [159] The Network Act protects personal information and improves IT network security. It also 
prohibits access to a network system by an unauthorized individual. The PICIA protects against attacks on information 
and communications infrastructure, including hacking, viruses, and denial of service.
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TAIWAN
Taiwan has been a leader in information and communications technology (ICT) and semiconductor technology for 
several decades. The country’s goal is to supplement that momentum and success with AI, making the country a 
valuable global partner in intelligent systems. Taiwan presents their vision for AI as, “innovation, collaboration, and 
inspiration.” [160]

NATIONAL STRATEGY:
Yes — AI Taiwan — released 

January 2018.

BUDGET/FUNDING:
Between $304.4M-$338.3M,  to be 

allocated annually. [161]

NATIONAL FOCUS:
Integrating AI to develop “smart” 

technology, particularly in the fields 
of ICT and semiconductors, to 

promote industrial transformation.

ETHICS:
No official policy on ethics.

DEFINITION OF AI: 
No official definition.

AUTONOMOUS VEHICLES
In May 2019, the Executive Yuan approved the Unmanned Vehicle Technology Innovation and Experiment Act. [162] 
The Act promotes a secure environment for R&D of unmanned vehicle technology. Organizations must apply to 
run experiments, and include descriptions of testing, analysis of applicability, expected benefits of testing, plans for 
insurance coverage, and potential risks – among other things.  

DATA PRIVACY
The Personal Information Protection Act (PIPA) [163] regulates the “collection, processing, and use” of personal 
information in Taiwan. There are two separate sections for information collection, processing, and use by Government 
and non-Government agencies, outlined on the following page:
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GOVERNMENT AGENCIES NON-GOVERNMENT AGENCIES

Government agencies may collect personal information – only 
– when there is a specific purpose, and it is within the scope 
of job functions, consent has been given, or the rights and 
interests of the data subject are not harmed.

Non-government agencies may collect personal information 
only when (1) there is a specific purpose or; (2) it is in 
accordance with law; there is a contractual relationship 
between the Parties, the information has been publicized 
legally, it is necessary for public interests, consent has been 
given by the subject, or the rights and interests of the Party are 
not harmed.

Personal information can be used outside of the scope of its 
collection only if one of the following is true: it is in accordance 
with law, it is necessary for national security or promotion of 
public interests, it is to prevent harm to the subject, it is to 
prevent harm on the rights and interests of other people, it is 
necessary for public interests, such use may benefit the subject, 
or consent has been given by the subject.

Personal information can be used outside of the scope of its 
collection only if one of the following is true: it is in accordance 
with law, it is necessary to promote public interests, it is to 
prevent harm to the subject, it is to prevent harm to other 
people, such use may benefit the subject, or consent has been 
given by the subject.

Government agencies may publicize the following items for 
inquires:

•	 Name of personal information file
•	 Name of the government agency keeping the personal 

information
•	 Basis and purpose of keeping the file
•	 Classification of personal information

When transmitting personal information internationally, the 
government authority in charge may limit its action, if the 
transmission: involves major national interests, opposes a 
national treaty or agreement, is made to a country lacking 
proper regulations, or is made through any method where this 
Law is not applicable.

Government agencies should have personnel to ensure 
security and avoid information being stolen, altered, damaged, 
destroyed, or disclosed

The non-government agency should adopt proper security 
measures to prevent information from being stolen, altered, 
damaged, destroyed, or disclosed

---

For the non-government agency that violates the provisions of 
this Law, one of the following actions may be ordered jointly 
with a fine: forbid the collecting, processing, or use of the 
personal information; demand the deletion of the personal 
information files already processed; confiscate or destroy the 
personal information illegally collected; publicize the violation 
case, the name of the non-government agency, and the name 
of the person in charge.

CYBERSECURITY
Taiwan’s Information and Communication Security Management Act, effective 1 January 2019, requires government 
agencies and organizations involved with critical infrastructure to implement cybersecurity measures. These agencies 
and organizations are also required to notify competent authorities of incidents involving cybersecurity. [164]
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TUNISIA
In April 2018, the Tunisian government held the National AI Strategy: Unlocking Tunisia’s Capabilities Potential 
workshop, with the intent to join, “the AI race to secure a respectable place and a proactive role commensurate with 
its capabilities, ambitions, and vision of AI as a knowledge-intensive sector; and a lever of sustainable and equitable 
development ...” Tunisia hopes to spark a scientific, technological, and industrial revolution for socio-economic 
development. [165]

NATIONAL STRATEGY:
No official strategy.

BUDGET/FUNDING:
No current budget.

NATIONAL FOCUS:
Producing a national AI strategy, 

as a lever of sustainable and 
equitable development.

ETHICS:
No official policy on ethics. The Tunisian National Agency for Scientific Research Promotion (ANPR) aspires to 
play a proactive role in the development and implementation of AI, but acknowledge it must be done, “without 
forgetting about the ethical challenges posed by this emerging technology.” [166]

DEFINITION OF AI: 
No official definition.
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AUTONOMOUS VEHICLES
No current regulation on autonomous vehicles. 

DATA PRIVACY
Tunisia’s National Authority for the Protection of Personal Data (INPDP) introduced a draft law on the protection of 
personal data in March 2018. The draft was created in accordance with the GDPR [167] but has yet to be passed [168]. 
Current Law No. 63 – 2004 on the Protection of Personal Data regulates data privacy and requires obtaining consent 
to the access and use of personal data, and limits how personal data is collected and transfered. [169]

CYBERSECURITY
The Electronic Security Law requires organizations related to national telecommunications to annually audit their 
computer systems and network. Additionally, the Network and Information Security Agency (NISA) requires public 
or private entities to report an attack, intrusion, or disruption, if it will likely affect another network. NISA also has the 
authority to require these entities to implement measures to protect their networks, in the event of a cyber attack. 
[170]
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UAE
In 2017, the United Arab Emirates launched a five-decade government plan known as, “UAE CENTENNIAL 2071.” [171] 
As part of that plan, the UAE also developed the National Artificial Intelligence Strategy 2031 to boost government 
performance. The UAE hopes to position itself as a global leader in AI by 2031, and to develop an integrated system 
that employs AI technologies in “vital areas,” including transportation, health, space, renewable energy, water, 
technology, education, environment, and traffic. [172]

The UAE Strategy presents five themes to achieve the country’s objectives: [173]

•	 The formation of the UAE AI Council;
•	 Workshops, programs, initiatives, and field visits to government bodies;
•	 Develop capabilities and skills of all staff operating in the field of technology; and organize training courses for 

government officials;
•	 Provide all services via AI, and the full integration of AI, into medical and security services; and
•	 Launch a leadership strategy, and issue a government law, on the safe use of AI.

NATIONAL STRATEGY:
Yes — UAE AI 2031 Strategy —  

October 2017.

BUDGET/FUNDING:
$408.4M in new schools featuring 

labs for robotics, AI, health, and 
environment. [174]

NATIONAL FOCUS:
Developing a smart government 
with emphasis on “vital areas.”

ETHICS:
The Smart Dubai initiative presents AI Ethics, Principles, & Guidelines as: [175]

•	 Fair – Demographic fairness, fairness in design, fairness in data, fairness in algorithms, and fairness in 
outcomes;

•	 Transparent – Identifiable by humans, traceability of cause or harm, and auditability by the public;
•	 Accountable –Apportionment of accountabilities, accountable measures for mitigating risks, and appeals 

procedures and contingency plans; and
•	 Explainable – Process explainability, outcomes explainability, explainability in non-technical terms, and 

channels of explainability.

Smart Dubai also includes a self-assessment tool for developers to determine the ethics level of their systems 
and platforms. [176]
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DEFINITION OF AI: 
No official definition. AI deployable technologies include: deep learning, cognitive cities, image and video 
content, recognition, speech recognition, predictive APIs, emotional recognition, gestural computing. [177]

AUTONOMOUS VEHICLES
The Dubai Future Foundation, in conjunction with Dubai’s Roads and Transport Authority Launched, the Dubai 
Autonomous Transportation Strategy. [178] By 2030, Dubai hopes to make autonomous, 25 percent of vehicles, 
thereby cutting transportation costs, reducing environmental pollution, improving transportation safety, and increasing 
individual productivity by saving time. 

The strategy’s four main pillars are individuals, technology, legislative structure, and infrastructure – with a focus on 
metro, bus, and taxi sectors.

DATA PRIVACY
The UAE does not have standalone data privacy legislation; however, in April 2019, the Telecommunications 
Regulatory Authority (TRA) released a Regulatory Policy on the Internet of Things (IoT). [179]. This policy outlines three 
key principles for data storage that IoT service providers must follow:

•	 Purpose limitation – Data should be collected for specified, explicit, and legitimate purposes and not further 
processed;

•	 Data minimization – Data should be adequate, relevant, and limited to what is necessary for the purposes for 
which it is processed; and

•	 Storage limitation – Data should only be kept in a format that identifies the data subject for as long as 
necessary, for the purposes for which it was processed.

CYBERSECURITY
The Telecommunications Regulatory Authority established the UAE National Cyber Security Strategy (NCSS) to 
protect personal information and communications of the UAE’s citizens. The NCSS focuses on, among other things, 
“preparing and preventing” by ensuring compliance to the UAE’s cyber security standards; fostering collaboration 
with international bodies; and building national capability by educating the workforce and promoting research. [180]
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ZIMBABWE
Zimbabwe’s government currently has no official national AI strategy. In early 2019, the country partnered with a 
Chinese-based startup on a facial recognition project to aid the development of smart cities. Nigel Sheima Muguza, 
an official with the special advisor to the presidency, stated that the Zimbabwean government will “[contribute to] the 
building of national artificial intelligence.” [181]

NATIONAL STRATEGY:
No official strategy.

BUDGET/FUNDING:
No current budget.

NATIONAL FOCUS:
Becoming a middle-income country 

by 2030, and implementation of 
a nation facial recognition project 

moving toward smart cities.

ETHICS:
No official policy on ethics. The proposed facial recognition project initially will be used for security purposes, 
disaster response, and traffic control. The government has not addressed the ethics of AI.

DEFINITION OF AI: 
No official definition.
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AUTONOMOUS VEHICLES
Currently no regulation on autonomous vehicles.

DATA PRIVACY
See Cybersecurity below.

CYBERSECURITY
In early 2019, after two years of deliberation, the government of Zimbabwe approved the Cybercrime and 
Cybersecurity Bill of 2017. [182] The bill combines several pieces of legislation, including the Electronic Transactions 
and Electronic Commerce Bill, Data Protection Bill, and the Computer Crime and Cybercrime Bill. [183] Some of the 
offenses considered to be cybercrimes are those related to computer systems, computer data, data storage, data 
codes and devices; those related to electronic communications and materials; offenses against children; and cyber-
related terrorism and sabotage.
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